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DNS

CHUONG TRINH PAO TAO DNSSEC CO BAN
LY THUYET, CAI PAT, TRIEN KHAI DNSSEC

1. Thai gian:
- Tu 8h30—-17h00
- Trong 3 ngay

Ivn

Noi dung Thoi gian

Phién 1 8h30 — 10h00

Nghi giai lao 10h00 — 10h15
Phién 2 10h15 — 12h00
Nghi trua 12h00 — 13h00
Phién 3 13h30 — 15h00
Nghi giai lao 15h00 — 15h15
Phién 4 15h15 —17h00

2. Pia diém:

- Phong LAB & Training - Trung tim Internet Viét Nam — Phuong Yén Hoa — Cau
Gidy — Ha Noi.

3. Giang vién:

- Giang vién chinh, trg giang, quan 1y 16p: can bo VNNIC.
4. Noi dung khoéa hec:

Ngay

Noi dung

Ly thuyét

Thwe hanh

Ngay 1

Phién 1

Khai giang khoa hoc

Tong quan vé hé théng DNS:

- Gidi thiéu hé thong DNS.

- Nguyén 1y hoat dong hé théng DNS.

- Qua trinh truy van tén mién.

- Cac cong cu DNS co ban, ciu hinh resolver.
- Cac loai ban ghi tén mién.

- Caching & Authoritative name server.

- Chuyén giao.

Phién 2

Tong quan vé phan mém DNS:
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Ivn

- BIND
- NSD
- UNBOUND

Phién 3

Gidi thiéu vé hé thong LAB

Lab: CAu hinh BIND caching

Lab: Thuc hanh vé DNS

Lab: Tao zone file (cau hinh chuyén giao)

Phién 4

Céu hinh logging

Bao mat vai TSIG:

- Nguyén 1y hoat dong.
- Céu hinh TSIG.

- Testing.
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Ngay 2

Phién 1

Tong quan vé DNSSEC:

- Cac vén dé an toan an ninh trong hé thdng DNS
(nguy co, diém yéu, cac dang tin cong).

- Khai niém & nguyén ly, mo6 hinh hoat dong
DNSSEC (crypto refreshers, ZSK, KSK, SEP,
rollover, chain of trust).

- Cac loai ban ghi méi trong DNSSEC
(DNSKEY, RRSIG, NSEC&NSEC3, DS).

- Cap nhat truong thong tin & Flags trong
DNSSEC.

Phién 2

DNSSEC (tiép theo):
- Trién khai, van hanh DNSSEC:
o Céc van dé trong trién khai va van hanh
DNSSEC.
o Céc giai doan trién khai.
o Trién khai tai cac registries, registrars.
o Quan 1y key, quan 1y thong tin (users,
administrators, ...)

Phién 3

Ly thuyét & thuc hanh DNSSEC:

- Lab: DNSSEC Signing

- Lab: Zone signing

- Lab: Key generation, signing & re-signing
- Lab: Child delegation & DS records

- Lab: Setup secondary, setup validator

Phién 4

Ly thuyét & thyc hanh DNSSEC:
- Lab: Manual rollover
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- Lab: Inline signing

Ngay 3

Phién 1

Thiét ké hé thong DNSSEC:
- Thiét ké hé thong DNSSEC:
o Reliable
o Trusted
o Cost Effective
- Quy dinh, chinh sach va huéng dan thyc hanh
DNSSEC (registry):
o DNSSEC Practice Statement
o DNSSEC Key Ceremony

Phién 2

Céc thong sb trong qua trinh ky DNSSEC:
- Kich thude khoa (key sizes).

- Thuat toan ma hoa (key algorithms)

- Quy trinh rollover (rollover schedules).

- Thoi gian hop 1€ cua chir ky.

- Xac thuc.

Phién 3

Trao d6i, thao luan

Phién 4

Kiém tra, trao chtrng chi




